Fluxbase

Backend Integration Guide

How to connect your backend to Fluxbase using the REST API

Node.js Python Go Java Ruby PHP Rust cURL



Overview & Correct APl Reference

Fluxbase exposes a single SQL execution endpoint that allows any backend application to run queries against a
Fluxbase-managed project database. Authentication uses a per-project API Key sent as a Bearer token.

IMPORTANT — Read Before Integrating

APl Endpoint

Met hod: POST

URL: https://fl uxbase. vercel . app/ api / execut e- sql
Aut h: Bearer <YOUR_API _KEY>

Content: application/json

Request Body

"projectld": "YOUR PRQIECT | D",
"query": "SELECT * FROM users LIMT 10;"

Fields

> "projectld" — Your project's unique ID (found in Dashboard ! Settings).
project, this field can be omitted and will be auto-injected.

> "query" — The SQL statement to execute (SELECT, INSERT, UPDATE, DELETE, CREATE TABLE, etc.).

Response Shape

If you



"success": true,

"result": {
"rows": [ { "id": 1, "nanme":
"colums": [ "id", "name" ],
"message": null

&

"explanation": [],
"executionlnfo": {
"time": "12ns",
"rowCount": 1

Error Response

"success": false,
"error": {

"message": "Project not found",
"code": " NOT_FOUND"

Error Codes

> AUTH_REQUIRED (401) — Missing or invalid API key.

> SCOPE_MISMATCH (403) — API key is scoped to a different project.

> NOT_FOUND (404) — Project does not exist or you lack access.

> RATE_LIMIT_EXCEEDED (429) — 30 requests per 10 seconds per project exceeded.

> BAD_REQUEST (400) — Missing projectld or query field.

> EXECUTION_ERROR (200) — SQL syntax or runtime error (check body.error.message).



Node.Js — native fetch (REST)

No external packages required. Uses built-in fetch (Node 18+).

const FLUXBASE URL "https://fluxbase. vercel.app/api/execute-sql";
const API _KEY process. env. FLUXBASE APl _KEY;
const PROJECT I D process. env. FLUXBASE PRQIECT | D;

async function runQuery(sql) {
const res = await fetch(FLUXBASE URL, {

net hod: ' POST',

headers: {
'Content-Type': 'application/json',
" Aut hori zation': “Bearer ${API_KEY}"

1

body: JSON. stringify({
projectld: PROIECT ID, // field nane is 'query', NOT 'sql'
query: sql

})
1)

const json = await res.json();
if (!json.success) throw new Error(json.error.nmessage);

/'l Rows are at json.result.rows —NOT json.data
return json.result.rows;

runQuery(' SELECT * FROM users LIMT 5').then(rows => {
consol e. |l og(' Rows: "', rows);
}).catch(consol e.error);

Python — requests

Install: pip install requests



inport os, requests

FLUXBASE URL "https://fluxbase. vercel.app/ api/execute-sql'
APl _KEY 0s. get env(' FLUXBASE APl _KEY')
PRQJECT | D 0s. get env(' FLUXBASE PRQJECT | D)

def run_query(sql: str):
headers = {
"Aut hori zation': f'Bearer {APlI_KEY}',
'Content-Type': 'application/json'
}
# Body uses field 'query' (NOT 'sqgl"')
payl oad = {'projectld : PROECT_ID, 'query': sql}
resp = requests. post (FLUXBASE_URL, json=payl oad, header s=headers)

data = resp.json()
if not data.get('success'):
rai se Exception(data['error'][' message'])
# Access via data['result']['rows']: (NOT data['data'])
return data['result']['rows']

rows = run_query(' SELECT * FROM users')
print (rows)




Go — net/http (REST)

Uses Go's standard library only.

package main

inport (
"byt es"
"encodi ng/j son"
"t
"net/http"
" os"

func runQuery(sql string) ([]map[string]interface{}, error) {

body, _ := json.Marshal (map[string]string{
"projectld": os.Getenv("FLUXBASE PRQIECT |D"),
"query": sgql, // fieldis "query", not "sqgl"

9]

req, _ := http. NewRequest ("POST", "https://fluxbase.vercel.app/api/execute-sqgl",
byt es. NewBuf f er ( body) )

req. Header. Set (" Aut hori zation", "Bearer "+o0s.Getenv("FLUXBASE APl _KEY"))

req. Header. Set (" Cont ent - Type", "application/json")

resp, err := http.Defaultd ient.Do(req)
if err I'=nil { return nil, err }
def er resp. Body. d ose()

var result struct {
Success bool "json:"success"®
Result struct {
Rows []Jmap[string]interface{} “json:"rows"’

} “json:"result"® // nested under "result", not "data"
Error struct{ Message string "json:"nessage"  } “json:"error"’

}
j son. NewDecoder (resp. Body) . Decode( & esul t)

if 'result.Success { return nil, fnt.Errorf(result.Error.Message) }
return result. Result.Rows, nil

Java — HttpURLConnection (REST)

Uses Java 11+ standard library. No Maven dependency required.



inmport java.net.URl; inport java.net.http.*;
inmport java.util.Map; inmport comfasterxnl.jackson. dat abi nd. Obj ect Mapper ;

Htpdient client = HtpCient.newtttpCient();
Obj ect Mapper mapper = new Obj ect Mapper () ;

/1 Body: projectld + query (NOT "sqgl")

String body = nmapper.witeVal ueAsString(Map. of (
"projectld", System getenv("FLUXBASE PRQJECT |ID"),
"query", "SELECT * FROM users"

)

Htt pRequest req = Htt pRequest. newBui | der ()
.uri (URlI.create("https://fluxbase. vercel.app/api/execute-sql"))
. POST( Ht t pRequest . BodyPubl i shers. of Stri ng(body))
. header (" Cont ent - Type", "application/json")
. header ("Aut hori zati on", "Bearer " + System getenv("FLUXBASE APl KEY"))
.buil d();

Ht t pResponse<String> resp = client.send(req, HttpResponse. BodyHandl ers. of String());
Map<?, ?> json = mapper.readVal ue(resp. body(), Mp.cl ass);

/1 Rows: ((Map)json.get("result")).get("rows")

System out. println(((Mp<?,?>)json.get("result")).get("rows"));




Ruby — net/http (REST)

Uses Ruby's standard library.

require 'uri', 'net/http', 'json'
FLUXBASE URL = URI (' https://fl uxbase. vercel . app/ api/execute-sqgl"')

def run_query(sql)
http = Net::HTTP. newm FLUXBASE URL. host, FLUXBASE URL. port)
http.use_ssl = true
req = Net::HTTP: : Post. new FLUXBASE URL)

req[' Aut horization'] = "Bearer #{ENV['FLUXBASE APl KEY']}"

req[' Content-Type'] = "application/json'

# Body field is 'query', NOT 'sql'

req. body = JSON. dunp({ projectld: ENV['FLUXBASE PROQJECT |ID ], query: sql })
body = JSON. parse(http.request(req).read_body)

rai se body['error'][' nessage'] unless body['success']
body['result']['rows'] # Access via result.rows, NOTI data

end

p run_query(' SELECT * FROM users')

PHP — cURL (REST)

Uses cURL, which ships with PHP by default.



<?php

$ur | "https://fluxbase. vercel.app/api/execute-sql";
$api Key get env(' FLUXBASE _API _KEY');

$projld get env(' FLUXBASE PRQJIECT_I D );

/1 Body field is 'query' (NOT 'sqgl')
$payl oad = json_encode([' projectld => $projld, 'query' =>'SELECT * FROM users']);

$ch = curl _init(S$url);
curl _setopt _array($ch, [
CURLOPT_RETURNTRANSFER => true
CURLOPT_POST => true,
CURLOPT_POSTFI ELDS => $payl oad
CURLOPT_HTTPHEADER = [
' Cont ent - Type: application/json',
"Aut hori zati on: Bearer ' . $api Key,
Il
1);
$resp = json_decode(curl _exec($ch), true);
curl _cl ose($ch);

if (!$resp['success']) throw new Exception($resp['error'][' nessage']);
$rows = $resp['result']["'rows']; // NOT $resp['data']
print _r($rows);




Rust — reqgwest (REST)

Add to Cargo.toml: reqwest = { version = "0.12", features = ["json"] } tokio = { version = "1", features = ["full"] }

serde_json ="1"

use reqgwest:: header:: { AUTHORI ZATI ON, CONTENT_TYPE};
use serde_json::{json, Value};

#[ t oki o: : mai n]

async fn main() -> Result<(), Box<dyn std::error::Error>> {
l et api _key = std::env::var("FLUXBASE APl KEY")?;
let project_id = std::env::var("FLUXBASE_PRQIECT_I| D") ?;

let client = reqwest::Client::new);
/1 Body uses "query" field, NOT "sqgl"
|l et body = json!({ "projectld": project_id, "query": "SELECT * FROM users" });

let resp: Value = client
.post ("https://fluxbase. vercel.app/ api/execute-sql")
. header (AUTHORI ZATI ON, fornat! ("Bearer {}", api_key))
. header (CONTENT_TYPE, "application/json")
. j son( &ody)
.send().awai t?
.json().await?;

if lresp["success"].as_bool ().unwap_or(false) {
eprintln! ("Error: {}", resp["error"]["nmessage"]);

} else {
/1l Rows are at resp["result"]["rows"] NOT resp["data"]
printlnl ("{:#?}", resp["result"]["rows"]);

}

k(())

cURL — Shell / Terminal

Directly test your integration from any terminal.

curl -X POST "https://fluxbase. vercel.app/api/execute-sqgl" \
-H "Aut hori zati on: Bearer $FLUXBASE_API _KEY" \
-H "Cont ent - Type: application/json" \
-d ' {
"projectld": "YOUR PROQIECT | D",
"query": "SELECT * FROM users LIMT 5"

# Expected response structure:
# { "success": true, "result": { "rows": [...], "colums": [...] } }




Common SQL Examples

Insert a Row

/1 Body to send:

{
"projectlid": "YOUR PROJECT |D',

"query": "INSERT I NTO users (nanme, emmil) VALUES ('Alice', 'alice@xanple.com)"

/'l Response: result.nmessage will contain row count info

Update a Row

"projectld": "YOUR PRQIECT | D",
"query": "UPDATE users SET nane = 'Bob' WHERE id = 42"

Delete a Row

"projectld': "YOUR PRAJECT_ID',
"query": "DELETE FROM users WHERE id

Join Tables

"projectld": "YOUR PRQJECT_|D',
"query": "SELECT u.name, o.total FROM users u JON orders o ON u.id = o.user_id"




Create a Table (DDL)

"projectld": "YOUR PROJECT |D",
"query": "CREATE TABLE products (id SERI AL PRI MARY KEY, name TEXT, price NUMERI C)"

DDL statements (CREATE, ALTER, DROP) return { success: true, result: { message: "..." } } with no rows.

Rate Limiting

> Limit: 30 requests per 10 seconds per project per user.
> When exceeded the API returns HTTP 429 with code RATE_LIMIT_EXCEEDED.
> SELECT queries are cached server-side for 15 seconds — duplicate identical reads are free.

Getting Your Credentials

> Project ID — Dashboard?! Your Project! Settings ! Project ID
> API Key — Dashboard?!?” Your Project! Settings!” API Keys ! Create Key
> Scope your API key to a single project for maximum security.

Support

> Web: https://fluxbase.vercel.app/docs
> Email: sumithsumith4567890@gmail.com



Webhooks

Webhooks let Fluxbase automatically notify your application whenever data changes in a table — a row is
inserted, updated, or deleted. Fluxbase fires an outbound HTTP POST to your app's URL within ~1-2 seconds
of the event, no persistent connection required.

Webhook Payload

Every webhook event delivers this JSON body to your endpoint:

"event _type": "row. inserted",
"table_id": "orders",
"tinmestanmp": "2026-03-27T19: 00: 00. 000Z",

"data": {
"new': { "id": "abc123", "anount": 500, "status": "pending" },
"ol d": null

Payload Fields

> "event_type" — One of: row.inserted | row.updated | row.deleted

> "table_id" — The table name where the event occurred.

> "timestamp" — 1SO-8601 UTC timestamp of the event.

> "data.new” — New row values (present on row.inserted and row.updated).

> "data.old" — Previous row values (present on row.updated and row.deleted).

Step 1 — Create a Receiver Endpoint in Your App

Add any HTTP POST route to your application. Fluxbase will call this URL every time a relevant event fires.

Next.js (App Router)



/'l app/ api/fl uxbase-webhook/route.ts
import { Next Request, NextResponse } from'next/server';

export async function POST(req: NextRequest) ({
const { event type, table id, data } = await req.json();

if (table_id === 'matches' && event_type === 'row. inserted') {
await sendMat chNotifi cati on(data. new. user_b, data.new.id);

if (table_id === 'nessages' && event _type === 'row.inserted') {
awai t broadcast ToUser (dat a. new. reci pi ent _id, data.new);

return Next Response.json({ ok: true });

Node.js / Express

const express = require(' express');
const app = express();
app. use(express.json());

app. post (' /fl uxbase-webhook', (req, res) => {
const { event type, table id, data } = req. body;
if (event_type === "row.inserted' ) console.log('New row in', table_id, data.new);
res. status(200).send("ok");

1)

app. | i sten(3000);

Step 2 — Register the Webhook in Fluxbase

Option A . — Via the Dashboard: Settings!” Webhooks ! Add Webhook

> Name: A descriptive label (e.g. "New Order Listener")

> URL: The fully public URL (e.g. https://myapp.vercel.app/api/fluxbase-webhook)
> Event: row.inserted | row.updated | row.deleted | * for all events

> Table: A specific table name, or * to listen to all tables

Option B — Via the REST API:



POST / api / webhooks
Aut hori zati on: Bearer YOUR APl _KEY
Cont ent - Type: application/json

"projectld': "YOUR PROJECT |D',

"nane": "New Order Listener"

“url": "https://myapp. vercel . app/ api / f | uxbase- webhook"
"event": "row. i nserted",

"table_id": "orders"

"is_active": true

Step 3 — Test Locally with ngrok

Fluxbase can only POST to a public URL — localhost will not work. Use ngrok to expose your local server
during development:

# Install ngrok once
npminstall -g ngrok

# Start your |ocal dev server
npm run dev # running on port 3000

# In a 2nd term nal, open a tunne
ngrok http 3000

# ngrok gives you a URL |ike:
# https://alb2-103-123-456. ngr ok-free. app

# Register that URL in Fl uxbase
# https://alb2-103-123-456. ngr ok-free. app/ api / f | uxbase- webhook

Quick Test Without Code

Go to https://webhook.site, copy the unique URL it gives you, register it as your Fluxbase webhook, then insert a
row via the Table Editor. The full JSON payload will appear on webhook.site instantly.

Security Tip




Storage

Fluxbase Storage allows you to upload, manage and serve files (images, PDFs, videos, CSVs) backed by AWS
S3. All files are private by default — you use short-lived presigned URLSs to serve them securely.

Storage Workflow

Create a Bucket — a |logical container for your files
Upl oad a File 1 POST / api/storage/upl oad (multipart/form-dg

Serve the file 1’ GET /api/storage/url ?s3Key=. .. 1 15-min p

1.

2.

3. Save s3_key — store the returned s3_key in your own database table

4.

5. Render [ <img src={url} /> or trigger a downl oad

Bucket Management

List Buckets — GET /api/storage/buckets

GET /api/storage/ bucket s?proj ect| d=YOUR PRQIECT | D
Aut hori zati on: Bearer YOUR APl _KEY

/'l Response
{ "success": true, "buckets": [{ "id": "... nane": "profile-pictures", "is_public": false

Create a Bucket — POST /api/storage/buckets

POST / api / st or age/ bucket s
Aut hori zati on: Bearer YOUR APl _KEY
Cont ent - Type: application/json

{ "projectld": "YOUR PRQJECT ID', "nane": "profile-pictures", "isPublic": false }

/1 Nane rul es: |owercase, al phanuneric + hyphens/underscores, 1-63 characters
/| Response: { "success": true, "bucket": { "id": "...", "name": "..." } }

Uploading a File — POST /api/storage/upload




POST / api / st or age/ upl oad
Aut hori zati on: Bearer YOUR APl _KEY
Content-Type: nultipart/formdata

Form fiel ds:
file —the File object (from <input type="file">)
bucketld —destination bucket ID or Bucket Name (e.g. "photos")
projectld —your project ID

/| Response
{
"success": true,
"file": {
“id': "...", "nane": "avatar.jpg",
"s3 key": "project_ xxx/buckets/yyy/ 1711000000 avatar. | pg",
"size": 204800, "m ne_type": "inagel/|peg"

JavaScript Example

const form = new FornDat a();

form append('file', docunent.getEl ementByld('file-input').files[0]);
f orm append(' bucketld', 'photos'); // Supports ID or Nane

form append(' projectld , 'YOUR PROIECT ID );

const res = await fetch(' https://your-fluxbase. app/ api/storage/upl oad', {
met hod: ' POST'
headers: { 'Authorization': 'Bearer YOUR APl KEY' },
body: form

1)

const { file } = await res.json();

/] Store file.s3 key in your DB, then use it later to get a downl oad URL

Getting a Download URL — GET /api/storage/url

All files are private. Call this endpoint to get a 15-minute presigned URL to serve a file:

GET / api/ st orage/ url ?s3Key=YOUR_S3_KEY&pr oj ect | d=YOUR_PRQIECT_| D
Aut hori zati on: Bearer YOUR APl _KEY

/| Response
{ "success": true, "url": "https://s3.amazonaws.com ...", "expiresln": 900 }




List Files — GET /api/storage/files

GET /api/storage/fil es?bucket | d=YOUR BUCKET | D&pr oj ect | d=YOUR_PRQIECT | D
Aut hori zati on: Bearer YOUR_API KEY

/'l Response
{ "success": true, "files": [{ "id", "name", "s3 key", "size", "mne_type", "created_at" }] }

Delete a File — DELETE /api/storage/files

DELETE / api /storage/files
Aut hori zati on: Bearer YOUR APl _KEY
Cont ent - Type: application/json

{ "fileld": "...", "s3Key": "...", "projectld": "YOUR PROJECT ID' }

/'l Response: { "success": true }

Plan Limits & Supported File Types

> Free: up to 50 MB per file | Pro: 500 MB per file | Max: 2 GB per file
> Images: jpeg, png, gif, webp, svg

> Documents: pdf, txt, csv, json

> Video: mp4, webm | Audio: mp3, wav | Archives: zip



Real-time (SSE) — @fluxbaseteam/fluxbase

Fluxbase provides native Server-Sent Events (SSE) for real-time database change notifications. The official SDK
wraps the SSE connection with automatic reconnection, exponential backoff, online/offline detection, and
Node.js compatibility.

Architecture — Two URLs Required

Installation

npminstall @I uxbasetean fluxbase

Initialize with Both URLSs

import { createClient } from'@| uxbaseteant fl uxbase';

const flux = createdient(
"https://your-app.vercel.app',
"your-project-id,
'fl _your-api-key',
{

realtimeUrl: '"https://fluxbase-realtime.onrender.com', // SSE I

debug: true, /1 1ogs all events to console
timeout: 8000,
retries: 3,

Subscribe to Live Events




const channel = flux.channel (' chat', 'nessages')

.on('row. inserted , (payload) => {

const newRow = payl oad. dat a?. new,

consol e. | og(' New row. ', newRow) ;
9]
.on('row. updated', (p) => console.log('Updated:', p.data?. new))
.on('row. del eted', (p) => console.log('Deleted:"', p.data?. old))
.on('*", (p) => console.log('Any event:', p.event_type))

/'l Lifecycle hooks

.onConnect (() => setStatus('connected'))

.onDi sconnect (() => setStatus('disconnected'))

.onReconnect ((attenpt, delay) => {
consol e.log(' Retry #' + attenpt +

})

"in' + delay + 'ns');

.subscri be();

Pause, Resume and Unsubscribe

channel . pause() ; /'l stop receiving (keeps subscription registered)

channel . resune(); /'l reconnect after pause
channel . unsubscribe(); // permanently close and cl ean up

consol e. l og(channel . state); // 'connected' | 'connecting' | 'disconnected

' paused

React Hook Pattern




import { useEffect } from'react';
import { createCient } from'@| uxbaseteant fl uxbase';

const flux = createdient(
process. env. NEXT_PUBLI C_FLUXBASE_ URL,
process. env. NEXT_PUBLI C_FLUXBASE PRQIECT | D,
process. env. NEXT_PUBLI C_FLUXBASE API _KEY,
{ realtimeUrl: process.env. NEXT_PUBLI C FLUXBASE REALTI ME_URL }

)

function Chat Roon() {
useEffect (() => {
const ch = flux.channel (' chat', 'nessages')
.on('row. inserted , (p) => setMessages(m=> [...m p.data?. new]))
.subscribe();
return () => ch.unsubscribe(); // cleanup on unnmount

b

Required Environment Variables

# .env. | ocal

NEXT_PUBLI C_ FLUXBASE URL=htt ps://your-app. vercel . app

NEXT_PUBLI C_FLUXBASE PRQJECT | D=your - proj ect - i d

NEXT_PUBLI C_FLUXBASE APl _KEY=f| _your - api - key

NEXT_PUBLI C_FLUXBASE REALTI ME_URL=htt ps://fl uxbase-real ti me. onrender.com

Raw EventSource (Without SDK)

For non-JS environments or advanced use only — the SDK handles reconnection automatically.

const url = new URL('https://fluxbase-realtine.onrender.conl api/realtine/subscribe');
url .searchParans. set('projectld , 'YOUR PRAECT ID);
url . searchPar ans. set (' api Key', 'fl_YOUR APl _KEY');

const source = new Event Source(url.toString());

sour ce. onopen = () => consol e.| og(' SSE connected');

sour ce. onmessage = (event) => {
const payl oad = JSON. parse(event. data);
i f (payl oad.type === 'connected') return; // ignore heartbeat
consol e. | og( payl oad. event _type, payl oad. dat a?. new);

IE

source.onerror = () => consol e.warn("Connection | ost —browser will auto-retry");




slmax 3




Structured Error Codes

Fluxbase APIs and the @fluxbaseteam/fluxbase SDK return standardized error objects so your app can handle
failures programmatically. Import ERROR_CODES for type-safe matching.

SDK Error Handling

import { createCient, ERROR CODES } from' @I uxbaset eani f| uxbase';

const flux = createClient(url, projectld, apiKey, { realtimeUl });

/1 d obal auth error handl er
flux. onAut hError((err) => {

if (err.code === ERROR_CODES. UNAUTHORI ZED) router. push('/login');
1)

/| Per-query error handling
const { data, error, success } = await flux.fron('users').select('*");
if (!success) {
switch (error.code) {
case ERROR _CODES. Tl MEQUT:
showToast (' Request tinmed out —check your connection."');
br eak;
case ERROR _CODES. CORS _ERROR:
consol e. error (' CORS: Add Aut horization to Access-Control -Al |l ow Headers');
br eak;
case ERROR _CODES. RATE LI M T_EXCEEDED:
showToast (' Too nmany requests —sl ow down.');
br eak;
defaul t:
consol e. error (error.nessage, error.hint);

All Error Codes

> AUTH_REQUIRED (401) — Missing or invalid API key.

> UNAUTHORIZED (401) — API key is expired or revoked.

> SCOPE_MISMATCH (403) — API key scoped to a different project.
> TOKEN_EXPIRED — Session token has expired.

> BAD_REQUEST (400) — Missing projectld or query field.

> PROJECT_NOT_FOUND (404) — Project does not exist.

> TABLE_NOT_FOUND (404) — Table referenced in query does not exist.

> SQL_EXECUTION_ERROR  — SQL syntax or runtime error. Check error.message.
> RATE_LIMIT_EXCEEDED (429)— 30 requests / 10 seconds per project exceeded.

> NETWORK_ERROR — Could not reach the server (connection issue).

> TIMEOUT — Request exceeded the configured timeout ms.

> CORS_ERROR — Cross-origin request blocked. Check CORS headers.



> ABORTED — Request cancelled via AbortController.abort().
> REALTIME_CONNECTION_FAILED — SSE connection could not be established.
> INTERNAL_ERROR (500) — Server-side error. Check Render/Vercel logs.
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